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Cos'è l'identità digitale?
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• Identità＝ collezione di attributi relativi ad un'entità
• Attributo＝ caratteristica o proprietà di un'entità che permette

di descriverne l'apparenza, lo stato o altre sue caratteristiche

• Identità digitale＝ identità i cui attributi sono memorizzati, 
trasmessi e processati in formato digitale



https://www.paymentscardsandmobile.com/digital-id-infrastructure-is-key-as-payments-become-transparent/

Perché è importante l'identità digitale?

https://www.paymentscardsandmobile.com/digital-id-infrastructure-is-key-as-payments-become-transparent/


Vediamo più da 
vicino…
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Ciclo di vita dell’identità digitale
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Relationship starts

Enrollment/on-boarding Authentication

Authorization/Access control
Relationship ends

Deregistration

The process through which an applicant applies to 
become a subscriber of an identity system and the 

identity system validates the applicant’s identity.

The process of verifying the identity of a user,

process, or device, often as a prerequisite to
allowing access to a system’s resources.

The process of checking user ’s permissions
to access data, typically automated by

evaluating a subject’s attributes.

The user receives a credential or authenticator 
from a Credential Service Provider (CSP).



Furto di 
identità

https://op.europa.eu/en/publication-detail/-/publication/f85399b3-abed-11ec-83e1-01aa75ed71a1

https://op.europa.eu/en/publication-detail/-/publication/f85399b3-abed-11ec-83e1-01aa75ed71a1


Qualche dato
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https://www.ftc.gov/now-
leaving?external_url=https%3A%2F%2Fpublic.tableau.com%2Fap
p%2Fprofile%2Ffederal.trade.commission%2Fviz%2FConsumerS
entinel%2FInfographic&back_url=https%3A%2F%2Fwww.ftc.gov
%2Fnews-events%2Fdata-visualizations%2Fexplore-data

https://op.europa.eu/en/publication-detail/-
/publication/f85399b3-abed-11ec-83e1-
01aa75ed71a1

https://www.ftc.gov/now-leaving?external_url=https%3A%2F%2Fpublic.tableau.com%2Fapp%2Fprofile%2Ffederal.trade.commission%2Fviz%2FConsumerSentinel%2FInfographic&back_url=https%3A%2F%2Fwww.ftc.gov%2Fnews-events%2Fdata-visualizations%2Fexplore-data
https://www.ftc.gov/now-leaving?external_url=https%3A%2F%2Fpublic.tableau.com%2Fapp%2Fprofile%2Ffederal.trade.commission%2Fviz%2FConsumerSentinel%2FInfographic&back_url=https%3A%2F%2Fwww.ftc.gov%2Fnews-events%2Fdata-visualizations%2Fexplore-data
https://www.ftc.gov/now-leaving?external_url=https%3A%2F%2Fpublic.tableau.com%2Fapp%2Fprofile%2Ffederal.trade.commission%2Fviz%2FConsumerSentinel%2FInfographic&back_url=https%3A%2F%2Fwww.ftc.gov%2Fnews-events%2Fdata-visualizations%2Fexplore-data
https://www.ftc.gov/now-leaving?external_url=https%3A%2F%2Fpublic.tableau.com%2Fapp%2Fprofile%2Ffederal.trade.commission%2Fviz%2FConsumerSentinel%2FInfographic&back_url=https%3A%2F%2Fwww.ftc.gov%2Fnews-events%2Fdata-visualizations%2Fexplore-data
https://www.ftc.gov/now-leaving?external_url=https%3A%2F%2Fpublic.tableau.com%2Fapp%2Fprofile%2Ffederal.trade.commission%2Fviz%2FConsumerSentinel%2FInfographic&back_url=https%3A%2F%2Fwww.ftc.gov%2Fnews-events%2Fdata-visualizations%2Fexplore-data
https://op.europa.eu/en/publication-detail/-/publication/f85399b3-abed-11ec-83e1-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/f85399b3-abed-11ec-83e1-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/f85399b3-abed-11ec-83e1-01aa75ed71a1


Recentemente…
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• Su forum in lingua russa, in  vendita 270 carte di identità fronte/retro
• 500 dollari l’una

• Inoltre, disponibile “selfie” della persona che mostra carta in mano

• A cosa servono?
• Apertura conti bancari, acquisto di beni o servizi a nome della vittima

• Esempi: registrazione a bet365 e revolut

https://www.redhotcyber.com/post/carte-di-identita-con-selfie-di-italiani-in-vendita-ora-puoi-aprire-un-
conto-online-anonimo-con-500-dollari/

https://www.redhotcyber.com/post/carte-di-identita-con-selfie-di-italiani-in-vendita-ora-puoi-aprire-un-conto-online-anonimo-con-500-dollari/
https://www.redhotcyber.com/post/carte-di-identita-con-selfie-di-italiani-in-vendita-ora-puoi-aprire-un-conto-online-anonimo-con-500-dollari/


Tecniche per il furto di identità
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https://op.europa.eu/en/publication-detail/-/publication/f85399b3-abed-11ec-83e1-01aa75ed71a1

https://op.europa.eu/en/publication-detail/-/publication/f85399b3-abed-11ec-83e1-01aa75ed71a1


Un esempio
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Conoscete questo 
uomo?
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Siete sicuri? 
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Veramente sicuri?
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Un altro  esempio
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Il problema
delle

password 
deboli

Un altro problema: 
il riuso della stessa

password https://www.helpnetsecurity.com/2022/11/29/most-common-
passwords-2022/

Il problema
delle

password 
deboli

Un altro problema: 
il riuso della stessa

password https://www.helpnetsecurity.com/2022/11/29/most-common-
passwords-2022/

https://www.helpnetsecurity.com/2022/11/29/most-common-passwords-2022/
https://www.helpnetsecurity.com/2022/11/29/most-common-passwords-2022/


Due consigli
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Zero trust ovvero perché è importante l'identità digitale - 1 
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Zero trust ovvero perché è importante l'identità digitale - 2 
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Alcuni progetti

page
019

Identità digitale

Large Scale Pilots 
on EUDI Wallet
Projects: 

Potential

Prevenzione furto identità



https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation

Cosa fa l'Europa?

https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation


Centralizzato vs Decentralizzato
Authorization, controlled sharing of data
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Centralized Decentralized



Evitiamo…
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